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Art Unit: 3621 

DETAILED ACTION 
Allowable Subject Matter 

Claims 18-20,25-26, and 28-33 are allowed over the prior art record. 

1. The following is an examiner's statement of reasons for allowance: 

2. The closest prior art of record Hoffman et al., (US Patent Application Publication US 
2002/0174067), teaches a tokenless transaction system. http://www. ffiec.gov/pdfy 
authentication guidance.pdf teaches authentication of financial transactions. 

Oi (JP 10229980) teaches an intelligent key device. 

What they fail to teach or suggest: 
A. 

A method for performing secure electronic transactions on a computer network, said 
network comprising a user's computer, a vendor server, a creditor server and a toolbox server, 
said user's computer having a gatekeeper and digital fingerprint stored therein, including: said 
user computer sending a purchase request to said vendor server to pay for a purchase, which 
purchase request includes a user identification number associated with said user computer and 
known to said toolbox server, said request initiating the transmission of a confirmation request 
from said vendor server to said toolbox server to confirm said an identity of said user 
computer; said confirmation request causing said toolbox server to send a pre-arranged 
handshake and primer to said gatekeeper, whereupon said gatekeeper allows said toolbox server 
to request confirmation of said digital fingerprint; wherein said primer comprises a pre-arranged 
handshake for the next succeeding occurrence of a transaction confirmation operation. 

These distinct features render claim 18 allowable. 

Claims 19 and 20 are dependant upon claim 18 and is therefore allowable for at least the 
same reason. 

B. 

A system for copy-protecting content files downloadable from a computer network, 
said network including a user's computer with a gatekeeper, a vendors server, and a toolbox, 
wherein said users computer has received fingerprint programming from said toolbox for 
creating a digital fingerprint for use by said toolbox to identify said user's computer, and further 
comprising said vendor server configured to encode said digital fingerprint into said content 
files, whereby said downloaded files will only be downloadable by said user wherein said 
downloaded files can only be copied a limited number of times directly from said user's 
computer onto other secondary devices, said limited number being determined by said digital 
fingerprint encoding, wherein said toolbox server is configured to send a pre-arranged handshake 
and primer to said gatekeeper, wherein said gatekeeper is configured to allow confirmation of 
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said digital fingerprint; wherein said primer comprises a pre-arranged handshake for the next 
succeeding occurrence of a transaction confirmation operation. 

These distinct features render claim 25 allowable. 

C. 

A system for permitting a secure electronic purchase transaction on a public computer 
network, said network comprising a user's computer, a vendor's server, and further comprising a 
means for providing verification of user's identity, said user's computer having a gatekeeper and 
digital fingerprint stored therein, wherein in response to 'a request by said vendor's server said 
means for providing verification positively identifies user's computer, requests a confirmation 
from said user's computer of said transaction, and upon receiving said confirmation, provides 
vendor's server with a means for receiving payment, wherein said confirmation request is 
contemporaneously sent to a cellular device, wherein said requesting of said confirmation from 
said user's computer includes sending a pre-arranged handshake and primer to said gatekeeper, 
wherein said gatekeeper allows requesting confirmation of said dinital fingerprint, wherein said 
primer comprises another pre-arranged handshake for a next succeeding occurrence of a 
transaction confirmation operation. 

These distinct features render claim 26 allowable. 

D. 

A system for performing secure electronic transactions on a computer network, said system 
comprising a user's computer, a vendor server, a creditor server and a toolbox server, said user's 
computer having a gatekeeper and digital fingerprint stored therein, and wherein when said user 
computer sends a purchase request to said vendor server to pay for a purchase, said purchase 
request includes a user identification number associated with said user computer and known to 
said toolbox server, said request initiating the transmission of a confirmation request from said 
vendor server to said toolbox server to confirm said user computer's identity; and wherein said 
confirmation request causes said toolbox server to send a pre-arranged handshake and primer to 
said gatekeeper, whereupon said gatekeeper allows said toolbox server to request confirmation of 
said digital fingerprint; wherein said primer comprises a pre-arranged handshake for the next 
succeeding occurrence of a transaction confirmation operation. 

These distinct features render claim 28 allowable. 

Claims 29 and 30 are dependant upon claim 28 and is therefore allowable for at least the 
same reason. 

E 

A system for permitting a secure electronic transaction on a network, said network 
comprising a user device having a digital fingerprint and a gatekeeper, a provider's server and 
further comprising a means for providing verification of user's identity, wherein in response to a 
request by said provider's server said means for providing verification positively identifies the 
fingerprint of the user device, requests a confirmation from said user device of said transaction 
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and upon receipt of said confirmation, completes the transaction, wherein the network is a public 
network, and wherein the user device is a digital set top box connected to a television, wherein 
said requesting said confirmation from said user device of said transaction includes sending a 
pre-arranged handshake and primer to said gatekeeper, wherein said gatekeeper allows 
requesting confirmation of said digital fingerprint, and wherein said primer comprises another 
pre-arranged handshake for a next succeeding occurrence of a transaction confirmation 
operation. 

These distinct features render claim 31 allowable. 

F. 

A system for permitting a secure electronic transaction on a network, said network 
comprising a user device having a digital fingerprint and a gatekeeper, a provider's server and 
further comprising a means for providing verification of user's identity, wherein in response to a 
request by said provider's server, said means for providing verification positively identifies the 
fingerprint of the user device, requests a confirmation from said user device of said transaction 
and upon receiving said confirmation completes the transaction, wherein said fingerprint 
provides an electronic signature that can be used to identify a user, wherein said requesting said 
confirmation from said user device of said transaction includes sending a pre-arranged 
handshake and primer to said gatekeeper, wherein said gatekeeper allows requesting 
confirmation of said digital fingerprint, wherein said primer comprises another pre- arranged 
handshake for a next succeeding occurrence of a transaction confirmation operation. 

These distinct features render claim 32 allowable. 

G. 

A computer-readable medium including instructions for performing secure electronic 
transactions on a computer network, said computer network comprising a user's computer, a 
vendor server, a creditor server and a toolbox server, said user's computer having a gatekeeper 
and digital fingerprint stored therein, the instructions, when executed by a computer, cause the 
computer to perform operations comprising: said user's computer sending a purchase request to 
said vendor server to pay for a purchase; which purchase request includes a user identification 
number associated with said user's computer and known to said toolbox server; said purchase 
request initiating the transmission of a confirmation request from said vendor server to said 
toolbox server to confirm an identity of said user's computer; said confirmation request causing 
said toolbox server to send a pre-arranged handshake and primer to said gatekeeper, wherein said 
gatekeeper allows said toolbox server to request confirmation of said digital fingerprint, and 
wherein said primer comprises another pre-arranged handshake for a next succeeding occurrence 
of a transaction confirmation operation. 



These distinct features render claim 33 allowable. 
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Conclusion 

Any inquiry of a general nature or relating to the status of this application or concerning 
this communication or earlier communications from the examiner should be directed to John 
Winter whose telephone number is (571) 272-6713. The Examiner can normally be reached on 
Monday-Friday, 9:30am-5:00pm. If attempts to reach the examiner by telephone are 
unsuccessful, the Examinees supervisor, James Trammell can be reached at (571) 272-6712. 
Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be 
obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://portal.uspto.gov/external/portal/pair . Should you have questions on access to 
the Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). Any response to this action should be mailed to: 

Commissioner of Patents and Trademarks 
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Washington, D.C. 20231 

or faxed to: 

(703) 305-7687 [Official communications; including After Final communications labeled 
"Box AF"] 

Hand delivered responses should be brought to the Examiner in the Knox Building, 50 
Dulany St. Alexandria, VA. 

JMW 

May 28, 2006 




